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Dersin Ad1

Course Name

Denizel Alanda Siber Giivenlik

Maritime Cyber Security

Ders Seviyesi
Kodu Yariyih Kredisi AKTS Kredisi (Course Level)
(Code) (Semester) (Local Credits) | (ECTS Credits)
DCZ5XX 3 7.5 Yiiksek Lisans
(M.Sc)

Lisansiistii Program
(Graduate Program)

Denizcilik Caligmalart Anabilim Dali / Denizcilik Caligmalart Programi
Department of Maritime Studies/ Maritime Studies Program

Dersin Tiirii
(Course Type)

Dersin Dili
(Course Language)

Se¢meli
(Elective)

Tiirk¢e/Turkish

Dersin icerigi

(Course Description)

Siber giivenlik parametreleri, Siber alan, Siber tehdit ve saldirilar, Siber suglar, Denizcilik
alaninda siber giivenlik, Denizcilik siber uzayi, Liman temelli siber uzay, Gemi temelli siber
uzay, Denizel alanda siber giivenlik tehditleri, 6nlem ve uygulamalari, Denizel siber uzaya
yonelik gerceklesmis saldirilar, Liman ve gemilere yonelik siber saldir1 yollari, Denizcilik
sektori icinde siber tehditlere karsi 6nlemler, Denizcilik alanindaki giivenlik regiilasyonlar1 ve
siber giivenlik, Tiirkiye’de siber giivenlik ve denizcilik

Cyber security parameters, Cyber space, Cyber threats and attacks, Cybercrime, Cyber security
in the maritime field, Maritime cyber space, Port-based cyber space, Ship-based cyber space,
Marine areas in cyber security threats, measures and applications, Realized cyber-attacks against
maritime domain, Methods of cyber-attacks to ports and ships precautions against cyber threats
in maritime sector, Security regulations and cyber security in maritime domain, Maritime cyber
security in Turkey.

Dersin Amaci

(Course Objectives)

Bu dersin amaci,
1. Siber Giivenlik kavraminin denizcilik agisindan dgretilmesi
2. Siber Giivenlik Farkindaligi olusturmak
3. Siber liman ve gemi sistemleri i¢in siber giivenlik tehditleri hakkinda bilgi vermek,
4. Denizel alanda siber giivenlik a¢isindan alinabilecek 6nlemleri agiklamak
5. Diinyada ve Tiirkiye’de denizel alanda siber giivenlik ile ilgili siire¢lerin incelemek

The aim of the course,
1. to teach in terms of maritime concept of cyber security
2. to create a cyber security awareness
3. to provide information about cyber security threats for cyber port and ship systems
4. to explain precautions that can be taken in terms of maritime cyber security
5. to examine the processes related to marine cyber security in the world and turkey

Dersin Ogrenme
Ciktilarn

(Course Learning
Outcomes)

Bu dersi basartyla tamamlayan yiiksek lisans dgrencileri asagidaki konularda bilgi, beceri ve
yetkinlik kazanirlar,
I Siber Giivenlik kavraminin kapsamini bilirler
1. Denizel alanda Siber Giivenlik tanimini anlayabilirler.
I1. Denizel alanda siber uzay kapsamini kavrayabilirler.

V. Denizel alan i¢in siber tehditler ve dnlemler hakkinda yorum yapabilirler.
V. Denizel alanda siber giivenlik farkindaliklarini gelistirebilirler
VI. Denizel alandaki teknolojik sistemler i¢in siber giivenlik agisindan neden sonug
iligkisi gelistirebilirler
VII. Ulusal ve uluslararasi alanda denizcilik agisindan siber giivenlik kavrami i¢in

bir bakis agis1 olugturabilirler.

M.Sc.. students who successfully pass this course gain knowledge, skill and competency in the
following subjects,
I knows the extent of cyber security concept.
1. makes the Cyber Security definition of marine area
11 understands the scope of the marine area in cyberspace.
V. comments on cyber threats and measures for maritime domain.

V. improves cyber security awareness in the marine field
VI. establishes relationships of causes and consequences of maritime cyber security.
VII. understands the concepts in terms of maritime cyber security at the national and

international level.




Kaynaklar

(References)

The Guidelines on Cyber Security onboard, BIMCO, CLIA, ICS, INTERCARGO,
INTERTANKO, 2016

Maritime Security, Second Edition: An Introduction 2nd Edition by Michael
McNicholas, 2016

Michael Robinson, Kevin Jones, Helge Janicke, Cyber warfare: Issues and
challenges, Computers & Security, Volume 49, March 2015, Pages 70-94,

Christian Bueger, What is maritime security?, Marine Policy, Volume 53, March
2015, Pages 159-164

Maritime Critical Infrastructure Protection: DHS Need to Better Address Port
Cybersecurity Paperback — January 14, 2015 by United States Government
Accountability Office

U.S. Fleet Cyber Command Strategic Plan 2015-2020 Paperback — January 10, 2016
by U.S. Fleet Cyber Command (Author), Penny Hill Press Inc (Editor)

Odevler ve Projeler

(Homework & Projects)

Denizcilik Alam fle 1lgili Giincel Siber Giivenkik Raporlarinin Incelenmesi,
Yorumlanmasi Ve Sunulmasi

Review, Interpretation And Presentation Of Current Ciber Safety Reports Related To
The Maritime Area

Laboratuar Uygulamalar

(Laboratory Work)

Bilgisayar Kullanim

(Computer Use)

Diger Uygulamalar

(Other Activities)




DERS PLANI

Dersin
Hafta Konular Ciktilari
1 Siber giivenlik kavram |
2 Siber alan AL
3 Siber tehdit ve saldirilar I, 11,
4 Siber suglar I, 1, Hl
5 Denizcilikte bilgi ve iletisim teknolojileri ve siber uzay 1,11 111
6 Liman temelli siber uzay 110, 1
7 Gemi temelli siber uzay 110, 1
8 Denizcilikte siber giivenlik tehditleri, 6nlem ve uygulamalari 1,11 111
9 Denizcilikte siber uzaya yonelik gergeklesmis saldirilar ve vaka analizleri 1n,1v,v
10 Liman ve gemilere yonelik siber saldir1 yollar1 HLIV,V
11 Denizcilik sektorii iginde siber tehditlere kars1 Onlemler 1H,1v,v
12 Denizcilikte siber giivenlik farkindaligi ve dinamikleri 1n,1v,v
13 Denizcilik alanindaki giivenlik regiilasyonlar: ve siber giivenlik HLIV,V
VI, VIl
14 Tirkiye’de siber giivenlik ve denizcilik 11,1V,V
VI, VIl
COURSE PLAN
Course
Weeks Topics Qutcomes
1 Cyber security concept I
2 Cyber space (I
3 Cyber threat and attackers (I
4 Cyber crime IR
5 Information and communication technologies in maritime and cyber space (I
6 Port-based ciber space (A
7 Ship based cyber space Il
8 Cyber security threats, countermeasures and applications in marine Il
9 Cyber attackers and case analysis in maritime "n,1v,v
10 Methods of cyber attacks in maritime "n,1v,v
11 Measures against cyber threats in the maritime sector "n,1v,v
12 Cyber security awareness and dynamics in maritime "n,1v,v
13 Maritime security regulations and cyber security HLIV,V VI,
VII
14 Cyber security and maritime in Turkey. HLIV,V VI,

VIl




Dersin Denizcilik Calismalar Yiiksek Lisans Programiyla iliskisi

Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler Slg\jli;l:si
(ITU SBE YL program ortak ciktilari) 1123
| Lisgqs dii;eyi yeterli.likler.ine dayah olarak, fler.liz.ci-lil-( a'lamr_ldq bilgilerini uzmanlik diizeyinde X
" | gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).
Il. | Alanimn iligkili oldugu disiplinler arasi etkilesimi kavrayabilme (bilgi). X
I1l. ] Alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali bilgileri kullanabilme (beceri). X
Alaninda edindigi bilgileri farkli disiplin alanlarindan gelen bilgilerle biitiinlestirerek
V. yorumlayabilme ve yeni bilgiler olusturabilme (beceri). X
V. | Alanim ile ilgili karsilasilan sorunlar1 arastirma yontemlerini kullanarak ¢6ziimleyebilme (beceri). X
VI, Alanini ile ilgili uzmanlik gerektiren bir ¢alismay1 bagimsiz olarak yiiriitebilme (Bagimsiz x
Calisabilme ve Sorumluluk Alabilme Yetkinligi).
Alan ile ilgili uygulamalarda karsilagilan ve 6ngdriilemeyen karmasik sorunlarin ¢ézimii i¢in
VII. ] yeni stratejik yaklagimlar gelistirebilme ve sorumluluk alarak ¢6ziim tiretebilme (Bagumsiz X
Calisabilme ve Sorumluluk Alabilme Yetkinligi).
VIIIL Alan ile? ilgili sorunlarin Qézﬁmlénmesini ‘ge‘rf:.ktiren ortamlarda liderlik yapabilme (Bagimsiz X
Calisabilme ve Sorumluluk Alabilme Yetkinligi).
IX. Alaninda f:din.digi uzn}anhk diiz.eyinfieki billgi ve bece"rileri elestirel. bi.rvyaklaslmla X
degerlendirebilme ve 6grenmesini yonlendirebilme (Ogrenme Yetkinligi).
Alanindaki giincel gelismeleri ve kendi ¢aligmalarini, nicel ve nitel veriler ile destekleyerek,
X. | alanindaki ve alan disindaki gruplara, yazili, sozlii ve gorsel olarak sistemli bigimde aktarabilme X
(lletigim ve Sosyal Yetkinlik).
X1, Sos'yql ili§kileri ve bu il?slfileri yt’)r'lle'ndiren normlar elestirel bir' bakls.ag1s1 ile inceleyebilme, X
gelistirebilme ve gerektiginde degistirmek iizere harekete gegebilme (Iletisim ve Sosyal Yetkinlik).
XI1. Alaninin gerektirc_ligi diizeyde bilgisayar yazﬂ}m} ile birlikte bilisim ve iletisim teknolojilerini ileri .
diizeyde kullanabilme (Iletisim ve Sosyal Yetkinlik).
Alan ile ilgili verilerin toplanmasi, yorumlanmasi, uygulanmasi ve duyurulmasi
XI1I1. | asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek denetleyebilme ve bu X
degerleri 6gretebilme (4lana Ozgii Yetkinlik).
XIV. Alani ile ilgili. kor.l.ularda. strateji, pplitika ve uygu.lam.a planlart geli_§tirf:bilm§ ve elde edilen x
sonuglari, kalite siirecleri ¢cergevesinde degerlendirebilme (4lana Ozgii Yetkinlik).
XV, A_lgnlpda oziimsedikleri bilgiyi, probl.em ¢cozme Ve'/.ve}.lla uygulama becerilerini, x
disiplinlerarasi ¢aligmalarda kullanabilme (4lana Ozgii Yetkinlik).
Kendi ¢aligmalarini, alanindaki uluslararasi platformlarda, yazili, sozlii ve/veya gorsel olarak
XVI. aktarabilme (4lana 6zgii yetkinlik). X

1: Az, 2. Kismi, 3. Tam




Relationship between the Maritime Studies Program

Maritime Studies Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in the related program’s area, based upon the
competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to one’s area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in the area
(skill).

Interpreting and forming new types of knowledge by combining the knowledge from the
area and the knowledge from various other disciplines (skill).

Solving the problems faced in the area by making use of the research methods (skill).

VI.

The ability to carry out a specialistic study related to one’s area independently.
(Competence to work independently and take responsibility)

VIL.

Developing new strategic approaches to solve the unforeseen and complex problems
arising in the practical processes of one’s area and coming up with solutions while taking
responsibility (Competence to work independently and take responsibility).

VIIL.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to the area (Competence to work independently and take responsibility).

Assessing the specialistic knowledge and skill gained through the study with a critical view
and directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in the area and one’s own work to
other groups in and out of the area, in written, oral and visual forms (Communication and
Social Competency).

XI.

Ability to see and develop social relationships and the norms directing these relationships
with a critical look and the ability to take action to change these when necessary.
(Communication and Social Competency).

XIl.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of the area (Communication and SocialCompetency).

X1,

Paying regard to social, scientific, cultural and ethical values during the collecting,
interpreting, practicing and announcing processes of the area related data and the ability to
teach these values to others (Area Specific Competency).

XIV.

Developing strategy, policy and application plans concerning the subjects related to the
area and the ability to evaluate the end results of these plans within the frame of quality
processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVI.

In the programs with thesis, the ability to present one’s own work within the international
environments orally, visually and in written forms (Area Specific Competency).

1. Little, 2. Partial, 3. Full

Diizenleyen (Prepared by) Tarih (Date) Imza (Signature)




